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1. Introduction 
 

A Data Protection Impact Assessment (DPIA) is an assessment of the impact 
of envisaged data processing operations on the protection of personal 
information, and particularly an assessment of the likelihood and severity of 
risks for the rights and freedoms of individuals resulting from this operation.   

 
Under Article 35 of the General Data Protection Regulation (GDPR), data 
controllers will be legally required to undertake DPIAs prior to data processing 
which is “likely to result in a high risk to the rights and freedoms of natural 
persons”.   

 
2. Benefits 
 

A DPIA will assist stakeholders in a structured way to identify, categorise and 
mitigate privacy risks when processing personal information. In addition to the 
mandatory protection of personal information, a robust DPIA process results 
in the following: 
• Preventing costly adjustments in processes or system redesign by 

mitigating privacy and data protection risks 
• Prevention of discontinuation of a project by early understanding the major 

risks  
• Improving the quality of personal information 
• Improving service and operation processes 
• Improving decision-making regarding data protection  
• Raising privacy awareness  
• Improving the feasibility of a project 
• Improving communication about privacy and the protection of personal 

information 
 
3. Purpose 
 

The purpose of this document is to provide guidance on how to assess 
whether a DPIA is required, and subsequently how to undertake and 
document a DPIA. 

 
Specifically, this document is designed to assist in the identification and 
assessment of risks to personal information, as well as to assist in the 
documentation of envisaged safeguards and control measures in proportion to 
the risks identified.  As such, this document shall also be considered integral 
to the Business Service Organisation’s (BSO) wider risk management 
process. 

 
4. Scope  
 

In general, data protection impact assessments are appropriate for projects 
where one or more of the following applies:  
• personal information will be collected and processed for the first time; 
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• personal information will be shared with people or organisations that 
previously did not have access to it; 

• change of use of existing personal information; 
• the use of new technology that processes personal information (e.g. 

biometrics); 
• existing personal information will be used to reach decisions as part of an 

automated process; 
• it might reasonably be expected that an individual may find any aspect of 

the project intrusive or the data involved private1; 
• processing on a large scale of special categories of information referred to 

in Article 9(1) of GDPR or of personal information relating to criminal 
convictions and offences referred to in Article 10 of GDPR; 

• datasets that have been matched or combined, which therefore has the 
potential to identify individuals from previously anonymised / 
pseudonomised information; 

• when the processing in itself ‘prevents data subjects from exercising a 
right or using a service or a contract’ 

 
4.1 Format 
 

While GDPR does not prescribe any process or format, a DPIA will contain at 
least the following: 
• a description of the envisaged processing operations and the purposes of 

the processing, including the legal basis for such;  
• an assessment of the necessity and proportionality of the processing 

operations in relation to the purposes;  
• an assessment of the risks to the rights and freedoms of data subjects that 

are likely to result from the processing; and, 
• the measures envisaged to address the risks, including safeguards, 

security measures and mechanisms to ensure the protection of personal 
information and demonstrate compliance with the GDPR. 

 
4.2 When to perform a DPIA  
 

In the case of the development of a new application or system, a DPIA 
exercise must be carried out from the start of the design and implementation 
phase, prior to the processing of any personal information. This enables a 
‘Privacy by Design’ approach guaranteeing that potential risks are identified 
and that appropriate controls can then be incorporated. 

 
With already existing applications, systems or processes the following criteria 
should also be considered:  
• significant changes that expand beyond the original purpose(s); 
• new types of information processed are introduced; 

                                                
1 In the context of this document, the definition of privacy includes the fundamental rights defined in 
Articles 7 and 8 of the European Union Charter of Human Rights, the right to privacy and the right to 
the protection of personal data.  
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• unexpected personal data breach with significant impact, the occurrence of 
which hadn’t been previously identified; 

• a periodic or defined review is triggered; 
• in response to significant internal or external stakeholder feedback or 

inquiry; 
• if there are technological-related changes that may have data protection 

implications (e.g. cloud computing) 
 
4.3 Consultation 
 
Appropriate stakeholders must be involved within the development of a DPIA, in 
order to ensure all of the following aspects are adequately covered: 

• Risk assessment 
• IT architecture and system engineering  
• Information security  
• Privacy and data protection  
• Organisational design  
• Project management  

 
As a minimum, this should include: 

• the person(s) in charge of the application / system which is the target of the 
DPIA; 

• person(s) in the design environment, with knowledge of the application / 
system in question; 

• person(s) in the user environment; 
• the Data Protection officer (DPO); 

 
In the event that the results of the data protection impact assessment indicate a high 
level of risk prior to the identified controls being implemented, the GDPR requires 
that the supervisory authority2 is consulted before any processing takes place.  
 
5. Conducting the DPIA 
 
5.1 Pre-Assessment 
 
The objective of a pre-assessment questionnaire is to conduct an initial analysis of 
the system / application / process in question at a ‘high level’, using a number of 
criteria to determine whether a full DPIA is required. 
 
This initial questionnaire is set out within the DPIA Pre-Assessment Questionnaire 
(Appendix 1), and will include the following questions: 

• The personal information involved 
• Purpose 
• Organisational structure / reporting 
• Impact on rights / freedoms 
• The nature of the applications / system 
• Legal basis for processing 

                                                
2 The Information Commissioner’s Office (ICO) is United Kingdom’s supervisory authority 



DPIA Policy / Procedure 
 

7 
 

 
5.2 In-depth DPIA 
 
If a determination is made that a more comprehensive DPIA is required, a separate 
Questionnaire (Appendix 2) will be completed.  This will include detailed descriptions 
of: 

• The use of personal information 
• Identification, characterisation and description of systems/applications, 

including data flows 
• Identification of relevant risks 
• Risk Assessment 
• Risk Management 
• DPIA Final Report 
• Management Approval 
• Consultancy with the ICO, if appropriate 
• Monitoring / Review 

 
6. Responsibilities 
 
6.1  The BSO Board has overall responsibility for effective risk management and 

this includes oversight of the management of information management within 
BSO for which the Chief Executive is accountable. The Director of Human 
Resources and Corporate Services has operational responsibility for this 
policy.  

 
6.2  Directors are responsible for ensuring that the policy is fully implemented in 

their directorate and will provide an annual assurance to the Chief Executive 
Officer that all relevant DPIAs have been conducted within their directorate on 
an annual basis. 

 
6.3 The Data Protection Officer will: 

• Assist in the production of pre-assessment and DPIA reports; 
• Make recommendations and establish mechanisms for review of projects 

as appropriate 
 
6.4  All staff members, whether permanent, temporary or agency workers are 

responsible for ensuring that they are aware of the requirements incumbent 
upon them and for ensuring that they comply with these on a day to day basis.  
Staff are expected to familiarise themselves with, and abide by, this policy.  
Specifically, all staff are responsible for: 
• adhering to the requirements within this policy and relevant legislation; 
• reporting any relevant incident in line with this policy; 
• provision of information and/or reports as requested as part of an 

investigation; 
• taking appropriate action to ensure incidents do not recur 

 
7. Non-Compliance 
 

A failure to adhere to this policy and any associated procedures may result in 
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disciplinary action. In relation to the use of ICT Equipment including the use of 
the Internet and Email, staff should be aware that they might be personally 
liable to prosecution if their actions are found to be in breach of the law.  

 
Serious breaches may be reported to the PSNI, ICO or other public authority 
for further investigation. 

 
8. Review 
 

This policy and any associated procedures will be reviewed initially no later 
than one year from approval, and subsequently no later than every two years, 
to ensure their continued relevance to the effective management of 
information governance within the BSO. 

 
9. Equality Statement 

 
In accordance with the BSO’s Equal Opportunities policy, this policy will not 
discriminate, either directly or indirectly, on the grounds of gender, race, 
colour, ethnic or national origin, sexual orientation, marital status, religion or 
belief, age, union membership, disability, background or any other personal 
characteristics 
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